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From: Hutchison Neil - Public Inquiry Teamn
Sent: 22 January 2016 21:44
To: DI Mailbox - DPS Public Inquiry Team
Subject: FileSafe update

Neil FHutchison

Neil Hutchison| Detective Superintendent
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London, SW1H OBG

METROPOLITAN POLICE SERVICE
Protective marking: Not protectively marked

From: Burton Jeremy - HQ Directorate of Professional Standards

Sent: 10 September 2014 11:21

To: Hewitt Martin - CommPO

Lo Taylor Fiona ~ HQ Directorate of ProfessionalStandards; Hutchison Neil - HG Directorate of Professionat Standards
Subject: FileSafe update

Sir

Apologies as this is too late for formal Gireulation to today's Diamond Group. Neil and | met on Monday to discuss
progress regarding FileSafe. | am now establishing a formal File8afe Steering Group and Working Group which will
report to your Diamond Group. This change is begause progress is being made across the organisation and staff are
now in place to support us. The attached is an gecount©bactivity thus far for yvour infanmation

Many thks

J

Briefing nite tdp
B Becords...

Jeremy Burton Detective Chief Superintendent
AC Professionalism: Publie Inquiry Team

“address Room I New Scotland Hard, Tie Broadivay SW1H 0BG
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Op Filesafe - Proposal

Reguirement
The Stephen Lawrence Independent Review'published 6 March 2014.highlights the failure of the MPS to locate

documentary records rel@ling to historic cofruptionsenguiries.

Historic intelligenc@relating to corruptioniwas held on IT system@thabafe no lohger in operation. The degree of any
data loss isteurrently unknown and subjeet to-investigationdnitial scaping’has identified -around 3,000 crates of
corpdption. relateddmaterial from the mid 1890s to mid 20008 held in'General registry as well as & hardrive
cantaining thousands of furtheridecuments. Further material relating to the terms of reference of Op Beacon may
be steréd elsewhere in thesMPS estate. The MPS has clearly retained a huge quantity of corruption material, much
ob.which appears to bé comparatively well indexed, nevertheless it will take months to search these files for
material relevant to the Lawrence investigation and we are stil Unsure whether further material is stored elsewhere.

The weaknesses identified Inrélation to corruption material also apply to wider Records management. Op FileSafe

aims to assess all physical records held across MPS estate, improve Improvement management standards, identify
opportunities tointfoduce Improved arghiving systems and identify any further material relevant to Op Beacon.

Strategy
The two keyquestions necessary {0 determine strategy are:
1. What is the nature of the problem?
The MPS does not currently know what material it holds, where it is and when it can locate relevant material fo an
issue it cannot always besearched in the required time frame. The Operation objectives of FileSafe are to conduct

an assessment. 1t is anticipated that this will then inform a further project to implement improved Records
Management from lessons learned and working from a baseline of information provided by Op FileSafe.

2. What resources are available fo address the problem?

MB have allocated 20 police staff to work on Records Management for- Op Beacon under a Detective
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Superintendent. MPS BCUs in addition have police staff responsible for Records management who can be utilised
to assist Op FileSafe. No budget has been granted for Op FileSafe to address issues uncovered as this is an
assessment exercise from which further work will be generated to implement digitising and archiving solutions.,

Tactics

Leadership and Governance structure
First governance meeting took place on 12th May 2014 chaired by DAC Rodhouse. Set initial objectives:

To conduct a thorough assessment of all physical records held in offices and other premiseSiacross the MPS estate
in order to understand :

+ Do the MPS need to retain the material?

» If sothen is it appropriate {o be held locally?

s  |s there adequate indexing of the locally heldidata and is there sufficient corporate krlowledge of its content

and presence?

» Should the data be held in corporated@rchives?
To assess opporiunities to utilise scanning and automated indexing solutionsite reduge the volume of material held
in corporate archives,
To assess whether any material located as a result of Op FileSafe has relevance to any of the terms of reference
for Operation Beacon.

information  management is oneof MR8 Total Techneology programmes and includes Enterprise: Content
Management reviewing managementiof paper and glectronie records. The Information Management Steering
Committee under DAC De Brunner and Digital Policing commangd under. C8 Tony Dawson will be key stakeholder
in.Op FileSafe. Success of Op FlieSafe requiresdntegration with these stakeholders as it is clear that sustainable
improvement to MPS Records Management will be relianton delivery of Qigital Poliging. The Op FileSafe estate
sweep is an opportunity tabgenerate qualityMetadata o facilitate Digital Poliging. Op Beacon's Corruption review
provides an operational demand for which DigitalP8licing will providedhe 1T_solutiond

The DigitalPolicing project aims to infegrate’all MHS IT systemsfover the nexi™hree to four years o achieve a
position where all'digitally recorded informationyds séved on a cloiid and'therefdre, to all intents, in perpetuity. A key
success-factor for this project will be ensuring that materialicurrently held in bulk storage in hard copy form is
appropriately assessed. This will enable consideration as t6 whether it is suitable for destruction, retaining in hard
copy. or scanning and uploadinguinto digital form. TheaBigital Pelicing team require a product owner for the
programme. Following apdinitial scoping meeting with Ch Supt Tony Dawson it is proposed that Op Beacon
Corruption Review team become uperational lead for Digital Palicing in order that the Corruption review element of
Op Beacon can be used o ensure proposed technologysolutions meet operational needs of policing.
Recommendationsd- Establish Gold group chaired by AGHewitt (Gold), DCS Burton (Silver) and including DSU
(Bronzeg), Adrian Buckingham (Logistics Dirégior/Shared Support Services), CS Tony Dawson or Mark
Welton (Digital RolicinglpRecords Management {tobe confirmed), P8D (to be confirmed).

Establish Werkingfgroup chaired by DSU | c/uding BCU Cmdr representative, Fedrep, Staff association

rep, — (DMC), Records Managemumt rep, Shared Support Services rep, |} I (Cicital
ing BAND B

Polic BAND C5
Recommendation 2 - Op Filesale to linkin tolinformation Management Programme led by DAC De Brunner,
Recommendation 3 - Appoifit independent External Assurance provider to audit operation.

Assessment of all physical recordsheld in MPS
In‘order to make this@ssessment the following actions must-be completed:

1. Identify all physical storage locations used/controlied by MPS;

2. Assess all physical records held. This scale of this task requires a scoping exercise before undertaking
independent searches. This scoping exercise will risk assess storage locations and material and thereby narrow
down material into scales of assessment. As an example of why this is necessary the Digital Policing team estimate
that registry alone currently stores in the region of 500 million “"documents”, each document being an A4 size sheet
or equivalent. If the 20 staff allocated to Op Beacon by MB (but not yet recruited) were deployed to actually
examine each of the documents in registry alone they would need to examine 22,727,000 each. Digital Policing
have no current estimate available as to how many documents are held on BCUs and there is a lack of consistency
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across the MPS regarding local filing arrangements. However it can reasonably be estimated that millions more
documents are currently FOD. A search/sweep exercise to scan all of this material by eye would not be a
cost/effective undertaking given that the large majority is likely to be appropriately stored material, of no relevance
to Op Beacon and inappropriate for scanning and digital storage.

3. Protocols exist with MPS Records Management around conducting sweeps of estate buildings. An independently
conducted search of a police premises can be more effectively be conducted through providing the search team
with a briefing covering the layout of the building and the B/OCUs own metadata assessment of what material is
held within. The search team can then compare the B/OCUs record with what they find and thus quality assure the
B/OCUs work and identify when they have uncovered material that the B/OCUs have notirecorded. POLSA/TSG
search of entire estate is not feasible -in terms of timescale, cost or availability of appropriately trained search
officers. Therefore this scaled approach is recommended dependent on risk evaluation of different premises.

4. The premises assessed as most likely to contain Op Beacon relevant material ar@likely to.be secure/strapped
environments such as DPS, S0O15 premises. Such‘@remises are likely to require a bespokedlan for material to be
reviewed without compromising operational security.

Recommendation 3 - A Concept of Operatiods is requiret with Strategic and Practitiopér input. It is recommended
that private sector record management consultants'be engaged in this progess, MR8ls currently working with both
PWC and Cap Gemini, consideration as.do appropriate tendering process s required.

Recommendation 4 - Assign an ST SPOC onteach BCU to conduct@n initial scoping exercise to identify all
premises controlled, all document storage locglions within the BCU and what data is currently available on what is
held within location. SPOCs will¢equire guidance on generation ofMetadata to enable subsequent assessment of
material.

Recommendation 5 - OpeBeacon team will not have sufficlent resources to conduct detailed assessments of
premises/archives to assess Whether material is of relevance o Beacon. BCUs are to be provided guidance on
terms of reference for Op Bedcondand an escalation process agreed hy which they can refer any material
potentially of interest {o the Beacon team. The Beagon teamawill not accept referrals of archives or crates but only
of specific files/documentsaShould relevantmaterial berecovered Op Beaconmay direct a more detailed search of
the relevant building by POLSA/TSG advised by OmBeacon staff.

Recommendlation 6 - Working group o agree protocol for amnesty for officers/staff to ensure material is located
and appropriately@ssessed and filed Lack of an amnesty will generate@ risk ePmaterial being destroyed or hidden
to avoid criticism/discipline when it isocated.

Opportunities for scanning andautomated indexing selutions
The Op Beacon team havesheld infialscoping meeting with PWC Consultants and Digital Policing OCU on

scanning/indexing solutions to digitally store corruption material held in archives and a standalone hard drive. A
range, of commercial solutions are available some ofwhich can provide a faster, more cost effective and equally
segure solution than, recording on Holmes agthwill providesappropriate -levels of search and recovery reliability.
Digital Policing are engagedin’a scoping exergise régarding the range of records management products available
on the market, Some of these are storage tools which reduce paper records to a digital format while others scan
material into,a “sefver in a format whereby.it 18 searchable using Optical Scan recognition {OCR) and Entity
Resolution, 1t18 notanticipated that the majority of material identified through Op FileSafe will require to be digitised
into a $earchable format and it wilb notbe cost effective to do s0. However there will be archives identified with clear
operationaldbenefits to storing i a digital forgiat which enables search engines to be used. The corruption material
relevant to Qp Beacon is ong examgle but itcan be anticipated that Op FileSafe will identify further such material,
Experience of Op Herne_indicates thaldan aiternative operation to transfer the corruption material to- a Holmes
account would take several years end the MPS will struggle o supply appropriately MIR trained staff to undertake
this work.,

Recommendation 7 = Review initial objective set to use scanning and automated indexing to reduce volume of
material held. Scanning'should not be considered as simply a storage option. There are various Scanning/indexing
systems available and Op FileSafe provides an opportunity to identify archive material where direct operational
benefit will be gained from digitizing in a format that enables OCR and Entity Resolution e.g. corruption archives
can be made available in searchable format to existing DPS Intelligence database.

To assess whether any material located as a result of Op FileSafe has relevance to any of the terms of
reference for Operation Beacon

Op FileSafe will prioritise assessing stored material to determine if it is of relevance to Op Beacon
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Op Beacon material can be widely identified as material relating to Corruption investigation, Lawrence investigation,
SDS operations and Undercover policing. While theinitial Op Beacon proposal focuses on corruption material from
1994-2008 this is too restrictive -a time period for consideration of potentially relevant material. Continuing
uncertainty regarding the ToR of the upcoming Public Inquiry generates the possibility that any material relating to
investigations/intelligence operations involving Undercover officers could be relevant to Op Beacon. Loss of such
material could make it more difficult to defend appeals against convictions or ¢ivil claims relating to cases where an
invalvement of an undercover officer is alleged.

The time scales and resource implications of assessing material must not be underestimated.|Example 1 - 8015
DsU at I =5 been assessed as a location with a high likelihood of holding'material relevant to Op
Beacon/Herne. Material is currently held in hard copy and is not filed and indexed in a searchableformat. An initial
scoping meeting has been held which suggests review and indexing will take 8S015.DSU approximately 6 months.
Operational security requirements prevent use of external staff to conduct this work: Example 2 - Review of SDS
records. held within 5015 IMOS for Op Herne/Ellison review to identify all material ‘With potential relevance to
Lawrence investigation/inquiry took vetted staff from beth 8015 and Op Herneseveral weeks 1o complete.
Animmediate instruction to all MPS B/OCUS to review all filed material to identify afly material relevant to Op
Beacon is likely to result in negative reBponses which would. not' stand upte’ any scrutiny regarding the
thoroughness of the review, as occurred with thedMay 2012 report,

Costs and Resources

Capacily to advise and support B/IOCUs through the process will'besdependent on identification and recruitment of
dedicated staff: MB have authorized deploymient of 20 Band Dshand 1 Band C {o assist Op Beacon in relation to
Records Management. It isanticipated that these staffwill be usedito review existing MOPI guidelines, consolidate
what Metadata is currently held, provide a Standard Operating Procedure for BCUs to implement, provide a central
point of advice  and support tpB/OCUs and provide an Intetnal Assurange provider capability. A process of
identification and recruitment of these staff is required 10 enstire appropriate resolrces available. At present Op
Beacon does not have a BWT or dedicated budget line. The Concept of Operations requires clarity regarding what
budget is avallable to employ private secior consultantsito advise and provide digital storage solutions and what
budget linedean be bid into by B/IOCUs/SS8 1o arrange transpoft, stor@ge or destruction of material which is
assessed 8s nodonger suitable for local storage. Existing Taskiry budgdet is ngt sufficient or suitable for bids or to
arrange POLSA/TSG sweep of estate where necessary.,

Initial review of existing storage facilities indicates that regisiry at -is already operating at 110% of capacity.
Op FileSafe is likely to reveal that.some BCU archive/storage facilities are not fit for purpose and require building
works, or transfer to alterpative locations, Example «FOD store at | lllBCU has a leaking roof that has
resultedhin damage fo material. Repeated requests to PSD haveé not achieved a permanently repair of the leak.
Material identified as suitable for transfer to corporate archives/TNT storage will generate further costs for indexing,
fransport and storage.

Recommendation 8 - Op Beaton resource bidagreed by MB on 7th May o become formal establishment. Costs
currently assagsed as staffing only. Budget line\is@lso required for costs of Op FileSafe. Size of this budget to be
considered_as element of Concept of ‘Operations. Estimate of cost of private sector digital storage solutions
requires dendeting process.

Recomimendation 9+ MPS Recards management to begin scoping of additional storage facility ready to cope with
likely large increase in materialdeing senbilo régistry as BCUs review held material,

Recommendation 10 - Op FileSafe to pravide a Intranet accessible guidance document and Q- and A facility to
assist BCUs"in conducting Qp(FileSafe and ensuring ongoing MOPI compliant local records management
standards.

Prevention of material being destroyed/lost prior to recovery under Op FileSafe

MPS operates under MQPI guidelines which are nationally agreed protocols. The risk of material relevant to Op
Beacon being inappropriately disposed of prior to Op FileSafe locating it is mitigated by the lengthy retention
periods for serious crime (up to 100 years) and Intelligence (up to 100 years depending on severity of crime to
which linked). Op Beacon assess that under current guidelines corruption material relating to crime will be retained
for a minimum period of 12 years. Delay in implementing Op FileSafe is unlikely to result in loss of material relevant
to Op Beacon. Direction to B/OCUs to assess all material held without providing appropriate guidance, support,
amnesty arrangement and local and corporate risk and control measures may result in material being hidden or
destroyed to avoid reporting/assessing it. A further risk exists of false assurances being given by BCUs that they
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have adequately reviewed material resulting in further risk to the MPS. Should the task have to be repeated due to
it being inadequately conducted at the first attempt this will waste staff time and incresse the likelihood of

inadequate reviews being conducted by B/OCUs.
Recommendation 11 - Op FileSafe prepare guidance document for B/OCUs regarding what material needs to be
retained in original paper form even after having been digitized for reasons of evidential continuity and with MOPI

compliant guidelines for retention.
Recommendation 12 - A realistic timescale for Op FileSafe is 12 months. Implementation of estate sweep prior to
some other aspects-of the operation being put in place could increase risk of material being lost)

Three lines of defence model

The three lines of defence model will be used to construct layers of responsibility and oversight.“An initial draft for
Op FileSafe has been prepared by the Head of Records Management which has been used to propose the
following proposal for progress over the next three months.

 Up FileBale to:

L O Commence Gold and Working
Groups sied briet 1 commition

L @ Review existing date on
estate/records storage

. @ Recruil siall for FlleSale team
D Appoint External Assurance
Provider
© Caomplete High level User
tequirement

 BIOCU= 1o
' Ensure local RM roles &
responsibililies (81T SPOC, Info
Mor, Archivist, facilities Mor, etc).

Update risk register, info asset

register & IM assessment,
. Ensure stalf comply with
corporate IM pocles

Submitted for your infermation,

Detective SuperintendentNeil Hutchisan
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