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4.2 Reviewing Records

All records with the exception of nominals are reviewed via the Review List screen. There are
three review buttons:
Review
Retain
Dispose
4.2.1 Reviewing Records
With the exclusion of nominals (See Section 5 below), the "Review" button is enabled
whenever a record with a review state of "DISPOSAL" is currently selected. By selecting the
"Review" button will return the currently selected record to its previous review state and
remove the record from the disposal list.
4.2.2 Retaining Records
Excluding Nominal records, the "Retain" button is enabled whenever a record with a review
state of SCHEDULED, TRIGGERED or UNLINKED is selected. By selecting the "Retain"
button, the currently selected record is removed from the review list and the review date is
updated to 365 days from the current date.
4.2.3 Disposing Records
The "Dispose" button is enabled whenever a record (excluding nominal records) with a review
state of SCHEDULED, TRIGGERED or UNLINKED is currently selected. By selecting the
"Dispose" button, the currently selected record is marked for disposal and its review state
updated to DISPOSAL.
Note - If the G_M_W_ORPHAN system message is set to Y, then any records linked to the
current record, but not linked to any other records, are also marked for disposal. By default
G_M_W_ORPHAN is set to Y.
Although nominals can be displayed within the Review List screen, all the review buttons are
disabled when a nominal record is selected.

4.3 Private Document in the Review List

The Review List will include all records that are appropriate for the current logged on MoPI
Authoriser to view. Documents that have been triggered or are scheduled for review which
are marked as Private and were either created or moved to the logged on MoPI Authoriser
will show as a usual record.
Note: Document may have been moved directly to the Officer or to the Officer via an Email
Group.
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Foreword

The 'Guidance on the Management of Police Information' (MoPI) was published by Centrex in 2006
and applies to all areas of policing business. Born of the recommendations of the Bichard Enquiry, all
members of the police service should be broadly familiar with their obligations as set out in the MoPI
Guidance.
MoPI introduces standards in relation to the recording, retention, review and subsequent disposal of
information routinely recorded as part of the business of policing. These standards apply equally to
the areas of counter terrorism and allied matters (CT & AM) as they do to all other policing subject
areas.
Additional capabilities have recently been designed into the National Special Branch Intelligence
System (NSBIS) that provide automated MoPI compliance in relation to the requirements for the
retention, review and disposal of nominal details. This publication seeks to explain how to use the
new functions which will be incorporated into version 3.2 of the NSBIS application and all subsequent
releases. It should be read in conjunction with The Guidance on the Management of Police
Information, the NCSB Advisory Paper - MoPI and CT Policing (circulated March 2007), the SERCO
NSBIS Review, Retention and Disposal User Guide and the NCSB NSBIS National Indexing Procedure.
The recent additions to the NSBIS have been communicated to and supported by the NPIA Impact
Team.
Use of the latest NSBIS application will provide a systematic, efficient, standard and professional
approach to the recording of nominal data. There is no specific requirement to consider a process of
back record conversion of legacy data, however thorough use of the new scheduled and triggered
review facilities will, in time, bring about MoPI compliance to all NSBIS nominal data. The NSBIS
application will be upgraded to version 3.2 as part of a structured role out, commencing in July 2008.

John Wright
Assistant Chief Constable
National Co ordinator Special Branch
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11.

About This Procedure

This procedure explains the standard process surrounding the review, retention and disposal of data
held within the National Special Branch Intelligence System (NSBIS).
The functionality built into the NSBIS v3.2 release has been designed to support compliance with the
requirements of the Management of Police Information (MoPI). This procedure is not designed to
replace NSBIS training or local compliance with Force Information Management Strategies (IMS). The
advice contained herein in relation to the review, retention and disposal of data replaces all other
advice on this subject area.
The advice contained herein and the associated NSBIS technical changes are aimed at facilitating the
processes surrounding professional decision making in the review, retention and disposal of
intelligence data.
This document is not intended for public disclosure.
Information contained in this document may be subject to exemptions under the Freedom of
Information Act 2000 (in particular the national security exemptions in sections 23 and 24 and the
law enforcement exemptions in sections 30 and 31). Before considering information in this document
for release under the Act you should contact the office of the National Co-ordinator of Special Branch
for advice.
Data review, retention and disposal on the NSBIS application should be carried out with all due
diligence and also in accordance with the requirements of Freedom of Information ACT (FOIA), Data
Protection Act (DPA), European Convention on Human Rights (ECHR) and Criminal Procedures and
Investigations Act (CPIA) where appropriate. This procedure will mitigate the risk of offences
committed in relation to the mismanagement of personal data.
Throughout this document, several references are made to the business interest areas of Special
Branch t. These interest areas are intended to reflect the purposes articulated within the 'Guidelines
on Special Branch Work in the United Kingdom' publication 2004. 2

1 All references to Special Branch apply equally to the ACPO (TAM) Counter Terrorism Units (CTUs), Counter Terrorist
Intelligence Units (CTIUs) and other users of NSBIS such as the National Public Order Intelligence Unit (NPOIU) and the
National Domestic Extremism Team (NDET).
2 For further reference see Home Office, Scottish Executive and Northern Ireland Office - Guidelines on Special Branch Work in
the United Kingdom, March 2004,
5
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Nominal Creation & Retention

3.1

Creation and Retention of a Nominal

The creation of a nominal on NSBIS should be carried out in line with the authority required in
accordance with local practices and the advice contained within the associated National Standard
Indexing Procedure.
Upon creation of a nominal, NSBIS will require the user to enter the following information:
•
•
•

MoPI Group
Policing Purpose
Creation Authorised by

Other criteria required by MoPI such as who the record was created by and when it was created will
be automatically recorded by NSBIS on creation of a record.

3.2

MoPI Group

This is a reference to the retention assessment criteria as outlined in appendix four of The Guidance
for the Management of Police Information 20063 • These criteria require nominals to be grouped into
one of four categories upon creation;
Group 1Group 2Group 3Group 4 -

Certain Public Protection Matters
Other Sexual and Violent Offences
All other offences
Undetected Crime, CRB Disclosures, Intelligence Products, Missing Persons and victim
/ witness details

The MoPI Guidance makes very little direct reference to the subject of counter terrorism. Terrorist
related intelligence is not directly addressed in terms of categorising the information for recording,
retention, review and disposal purposes. It is anticipated the majority of the person records held for
CT purposes will fit into 'Group 1' under 'Potentially Dangerous People.'4 This view has been endorsed
by the MoPI Implementation Team.
Nominals who do not fit into 'Group 1' (which may include some domestic extremist subjects) are
most likely to fall into 'Group 2' which focuses on (amongst others) violent offences as set out in the
Home Office Counting Rules and National Crime Recording Standards.
The appropriate value must be selected from within the drop down box. Failure to select a "MoPI
Group" for the nominal record will generate a prompt advising the user that one of the options must
be selected before continuing.

3

4

See Guidance of Management Police Information 2006 Centrex
Ibid, Appendix 4(ii).

RESTRICTED

6

PUBLISHED BY UCPI
ON 12 AUG 2017

MPS-0720830

RESTRICTED
3.2.1 Overseas Visitors Registration Office (OVRO) Records
Another form of personal records routinely retained amongst SBs are those relating to OVRO
Registrations. At this stage there is no requirement to be MoPI compliant on OVRO (ie they do not fit
with the 6 priority areas) however it seems pertinent to consider such records at the earliest
opportunity. The police registration of overseas visitors is a requirement of statute law, under the
Immigration [Registration with Police) Cammendmentl Regulations 1995 as enshrined by
Section 4(3} Immigration Ad 1971. The policing purpose therefore is one arising from statute
{see section 3.3). Currently there is no national common policy which sets out how long such
records should be maintained / retained. OVRO records are considered to be nominal records that fit
the MoPI Group 4 category unless case by case issues dictate otherwise.

3.3

Policing Purpose

MoPI requires information to be recorded for a specific policing purpose. These are;
•
•
•
•
•

Protecting Life and Property
Preserving Order
Preventing the commission of offences
Bringing offenders to justice
Any duty or responsibility arising from common or statute law

These are included within a drop down table on the Nominal Entity Screen.
The appropriate value must be selected from within the drop down box. Failure to select a policing
purpose for the nominal record will generate a prompt advising the user thj:'!t one of the options must
be selected before continuing.
It is anticipated that the majority of CT nominals will fit the "Protecting Life and Property" policing
purpose. Domestic Extremist nominals are most likely to fit either "Protecting Life and Property" or
"Preserving Order" according to individual circumstances.
As outlined above the registration of overseas visitors is in accordance with a statutory obligation,
consequently option five "Responsibility arising from common or statute law" applies.

3.4

Creation Authorised

As outlined in the NSBIS Standard Indexing Procedure, the creation of a nominal record is a
responsible step which triggers statutory obligations in relation to ECHR, DPA, FOIA etc. Nominal
records should only be created with the authority of the Head of Department. Such authority may be
delegated in accordance with local practice. The identity of the authorising officer should be recorded
at the time of the nominal creation. NSBIS requires the recording of the authorising officers identity.
The selection of the appropriate officer is facilitated through a drop down table. "MoPI Authorisers"
are identified within the NSBIS Housekeeping tool. The local systems administrator should populate
this option in accordance with local practice.
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Reviewing a Record

4.1

Nominal Reviews

There are two types of nominal review contained within the MoPI guidelines;
•
•

Scheduled Reviews
Triggered Reviews

The NSBIS functionality in relation to each of these is outlined below.
The purpose of a nominal record review is...
"to ensure;
•
•
•

There is a continuing policing purpose for holding the record;
The record is adequate, up to date and not excessive;
That all personal records are compliant [where appropriate] with the DPA principles."5

A full review of a nominal record includes the links within that record to other NSBIS entities.
4.2

Scheduled Reviews

The date of a scheduled review is set according to the nature of the "MoPI Group" in which the
record has been placed. In all cases a first scheduled review will be conducted within six years of the
date of record creation. In accordance with this guidance, NSBIS will create a first scheduled review
date for six years by default.
All subsequent reviews are determined by the "MoPI Group" assigned to the nominal record as
illustrated on the MoPI process chart in Appendix A.
4.3

Triggered Reviews

MoPI advises that when a record is amended or added to, that a "Triggered Review" takes place. The
"Triggered Review" is a process of review by an officer to ensure that all details on the nominal
record are accurate, adequater proportionate, necessary and if there is any change in risk. If the
officer feels that a review is required on this basis then the record should be added to the "Review
List".
The decision to place a nominal record on the review list for "Triggered Review" should be a
considered one. MoPI suggests review procedures must be practical and non-bureaucratic. In a
dynamic and fast moving intelligence development environment, the review process is
likely to become too cumbersome if triggered reviews are conducted on every occasion a
record is edited or updated. Consequently it is suggested that the "Triggered Review"
option is selected within six months of the last recorded review and/or at the end of an
5

MoPI 2006 para 7.3.1
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