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Official Sensitive 

This risk assessment has been prepared in relation to the Undercover Policing Inquiry, and 
concerns the officer known as N72. 

The purpose of the document is to provide an objective assessment of the creation of or 
increase in risk to N72 and third parties if information is disclosed by the Undercover Policing 
Inquiry (UCPI) which directly or indirectly leads to the identification of N72 as a former 
undercover police officer (UCO). The report covers the situation in relation to both N72's 
pseudonym and real identity if details became known. 

DATE OF DOCUMENT 
28-05-2018

A risk assessment is a 'snap shot' in time. New information received, or a change in 
circumstances, oould raise or lower the risk. It is therefore appreciated that assessments 
require regular monitoring, and may require updating. 

AUTHOR 
The author of this risk assessment is Adrian Baxter 

It has been peer reviewed by Graham Walker 

THE PRO.CEss....ADOPtED 
There are a number of methods used in the assessment of risk. The process adopted in the 
production of this report has been documented. 

The terms have been documented. 

The risk assessment includes the sources of the material as requested by the Chairman of 
the Inquiry (Risk Assessments - note to core participants - paragraph 11). A copy of the 
material is annexed to the assessment (paragraph 12). The risk assessors are aware of the 
contents of that direction, and note the Chairman's need for evidence and assessment of 
present risk, as well as Mure risk should the restriction order not be made (paragraph 17). 
They also note the comments re differential risk in terms of disclosure of the undercover 
identity (paragraph 18), and specifics around how the 'jigsaw' could be completed 
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(paragraph 19). 

The reports are structured to include all of the areas covered by the Chairman in his note 
dated 201h Oct 2016, specifically in paragraphs 29 and 30. 

LIMITATIONS ON THE RISK ASSESSMENT PROCESS AND GENERAL COMMENTS 

There are a number of documented limitations placed on the process, either due to time 
constraints, or in compliance with directions given by the Inquiry. This includes the 
parameters set for researching subjects or organisations that may present an ongoing risk to 
the former undercover officer. 

There are 123 footnotes in this risk assessment. The risk assessment does not 

contain a contents section. 

Sections 1-3: The risk assessment sets out details of N72's real name and cover names. 
N72 is applying via the designated lawyer to become a core participant. N72 is not the 
subject of a current or previous investigation. 

The risk assessment summarises N72's police career and life before joining the MPS. N72 
was approached about joining the SOS by two SOS officers. N72 undertook a practical 
assessment of N72's ability to work in this particular field which included some testing. N72 
stated that s/he was not made aware of the risks of UC work. Initially, N72 spent a period of 
time in the back office performing administrative roles. There was no specific training for the 
UCO role, but s/he was provided a mentor by the office. 

N72 never formally received a guarantee of anonymity, but considered anonymity as implicit 
on the basis that s/he would never be 'outed' with all of the difficulties that this would present 
to N72 and the organisation. N72 expressed to the risk assessor that anonymity is a trust 
issue that is required by the UCO and the organisation, to enable the work to be completed. 
In N72's opinion, without some form of anonymity, recruitment would be impossible. 

An SOS officer visited N72 at home and met N72's partner. There was a wide ranging 
discussion regarding the role as a UCO and the fact that there would be an impact on N72's 
partner's life as well as N72. N72 considered that anonymity was informally implied as' a 
result of this visit. 

Section 4: This section discusses N72's deployment and covert identity. N72 named one 
key associate whom s/he considered was aggressive and potentially violent. 

The risk assessor was shown no documentation that suggests N72 entered into any 
inappropriate sexual relationships. N72 categorically denied having any inappropriate sexual 
relationships. 

N72 was arrested and charged in N72's cover name. N72 was prosecuted and convicted in 
the magistrate's court. The matter was referred to the Deputy Assistant Commissioner. 

N72 acknowledged that there was not a great deal of support and welfare during 
employment, but s/he was not critical about this. N72 met one of the managers twice a week. 
S/he named a particular manager who s/he felt was excellent. Immediately following N72's 
deployment, s/he performed an office based role. 

Sections 5-6: N72's post-undercover deployment career in the police is discussed. It 
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included work in sensitive areas. N72 returned to the SOS as a manager in the latter years of 
the SOS. N72 took up another post following the role as a, SOS manager. 

N72 has not worked since retiring from the MPS. Therefore, there are no third party risks 
declared or apparent with regard to employment 

Section 7: N72 was not s.ubject to any formal investigation. 

Section 8: N72's personal situation is discussed, including details of N72's family. N72 has 
had significant health issues. N72 is suffering from high levels of stress due to this Inquiry 
and now has some concerns regarding his/her health. 

Section 9: There has been no official confirmation of N72's deployment. N72's current level 
of exposure is discussed. The risk assessor discusses any potential compromises. 

Section 10: N72 met with the risk assessor in September 2017. 

Section 11: The risk assessor discusses the current terrorist threat level for the UK 

Section 12: The risk assessor sets out a number of computer systems which have been 
researched including, PNC (convictKlnS), PND (nationwide intelligence) and IIP (MPS 
intelligence). 

Sections 13-14: The group(s) infiltrated and individuals of particular concern are discussed by 
the risk assessor. 

Section 15: The risk assessor discusses N72's perception of the risk of physical harm and 
interference from the group(s) infiltrated and individuals of particular concern. 

Section 16: The risks assessor objectively assesses any likely media interest in N72 and 
considers that N72 would be of significant interest to both the Inquiry and the media. 

Section 17: Various possible measures are discussed to mitigate the risk to N72. The risk 
assessor considered that the use of a cypher in conjunction with a screen could assist in 
allowing N72 to present their evidence to the Inquiry. This would be of value and remove 
some anxiety for N72. Voice modulation was considered to be of less value than screening, 
but may have some marginal value. The risk assessor considered that the benefits of giving 
evidence in private are self�vident, but was mindful of the preference expressed about 
former UCO's and managers giving evidence. 

Section 18: The risk assessor discusses any third party concerns and the risk of 
interference to third parties including N72's family. 

19. CONCLUSIONS.

19.1 Current risk: 
What is the current risk of physical harm to N72 and their family? 
Low. 

What is the current risk of interference with N72 and their family? 
Low. 

19.2 Where there has been existing exposure of the cover or real identity, what difference 
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can official confirmation make? 
The risk assessor acknowledges that 'believing' is different from 'knowing'. Assessing how 
official confirmation of the identity of a UCO impacts upon risk is speculative. The argument is 
that official confirmation raises the risk as it will increase the efforts to establish the real identity 
of the officer, and additional time and resources will be put into those attempts. In essence, that 
would depend upon a number of factors, including the level of certainty with which the person is 
already exposed. If there is no real doubt that the person was a UCO then official confirmation of 
that person is unlikely to add to the attempts to identify him or her, as those attempts will have 
already occurred or be proceeding. However, if the exposure is largely speculative then official 
confirmation could add significantly to the attempts to discover their real identity. 

The risk assessors are aware that the Chairman has recognised in his 'Minded to' note that 
being named in connection with the Inquiry may result in a "stimulation or revival of adverse 
interest". 

19.3 What is your assessment of N72's current exposure. 
The risk assessors do not assume that the material currently in the public domain represents the 
totality of the information available. For example, there is evidence that people 'build a picture' 
before naming a person as an ex-UCO. Therefore the risk assessors cannot reasonably know 
what other 'pieces of the jigsaw' are required before the full picture is revealed. 

The risk assessor discusses areas of risk with regards to N72's current exposure. 

19.4 What is your objective assessment of the increase to the isk of physical harm to 
this officer if their real identity were to be officially confirmed? 
The risk asse�sor considers the current risk to N72 in this category to be very Low. 

The risk assessor considers six key factors in relation to the increase in the risk of physical harm 
to N72 should their real identity be confirmed as a result of this Inquiry. 

The risk assessor assesses the probability in this category as 'low' (2) - the probability of the 
risk occurring is considered unlikely and the impact as 'serious' (4) - This presents a major 
impact on the officer and in physical terms it would result in a significant injury. 

The risk assessor notes that N72 suffered a heart attack which N72 believes was due to stress 
caused by the officer's SOS work both in post and towards the end of N72's career. N72 stated 
that s/he is already suffering an increase in stress due to this Inquiry. 

The overall score in this category would therefore be 8 (Low Risk). 

19.5 What is your objective assessment of the increase to the risk of interference with this 
officer and their family if their real identity were to be officially confirmed? 
The risk assessor considers five key factors in relation to the increase in the risk of interference 
to N72 should N72's real identity be confirmed as a result of this Inquiry. This includes N72's role 
as both a UCO and a manager and the impact of stress on N72's physical well:..being. 

The risk assessor assesses the probability in this category as 'High' (4) - the perceived risk is 
assessed as probable to occur at some stage and the impact as 'serious' (4) - this presents a 
major impact on the welfare of the officer. In terms of impact upon their family and personal life it 
would require major readjustments to their lifestyle, significantly adversely impacting on their 
private life. 

The overall score in this category is therefore 16 (High). 
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19.6 What Is your objective assessment of the Increase to the risk of physical harm to this 
officer if their cover Identity were to be .officially confirmed? 

The risk assessor assesses that the same risk applies as at 19.4 above. The risk assessor 
assesses the probability in this category as 'low' (2) - the probability of the risk occurring is 
considered unlikely and the impact as 'serious' (4) - This presents a major impact on the officer 
and in physical tenns it would result in a significant injury. 

The risk assessor notes that they have mentioned above that N72 suffered a heart attack which 
N72 believes was due to stress caused by their SOS work both in post and towards the end of 
their career. The risk assessor has taken into account N72's age and health when assessing the 
impact. 

The overall score in this category would therefore be 8 (Low Risk). 

19. 7 What Is your objective assessment of the Increase to the risk of Interference with this
officer and their family If their cover Identity were to be officially confirmed?
This is as detailed in 19.6 above

The risk assessor assesses the probability in this category as 'High' (4) - the perceived risk is 
assessed as probable to occur at some stage and the impact as 'serious' (4) - this presents a 
major impact on the welfare of the officer. In tenns of impact upon the officer's family and 
personal life it would require major readjustments to their lifestyle, significantly adversely 
impacting on their private life. 

The overall score in this category is therefore 16 (High). 

19.8 If the cover name were to be officially confirmed, what is the risk of additionally 
confirming the names of the groups infiltrated by this officer, the dates of the officer's 
deployment and the geographical location of their areas of operation, If any? 

This section is covered in section 19.3. The risk assessor considers that the names of the groups 
infiltrated, dates of deployment and geographical area could all lead to the identifying of the 
officer in their real name. The subsequent increase in risk is scored in 19.4 to 19.7 above. 

20. Considerations for N72's role as a supervising officer for SDS.

20.1 Summary: 
The risk assessor discusses N72 returning to SOS as a manager. 

20.2 Comments made regarding sensitive enquiries: 
The risk assessor discusses sensitive enquiries including a discussion about comments made by 
N72 in relation to N81 's involvement in the Stephen Lawrence Inquiry. 

20.3 UCO's operating under N72's management 
The risk assessor provides a summary of UCO's under N72's management and discusses any 
real or perceived lateral risk. 

21 CONCLUSIONS In role as a manager 

21.1 Current risk: 
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What is the current risk of physical harm to N72 and their family? 
Very low. 

What is the current risk of interference with N72 and their family? 
Very low. 

The risk assessor only assessed the increase in risk in N72's role as a manager if the real name 
were disclosed. This approach was taken as N72 was not given a pseudonym in the role as a 
manager. 

21.2 What is your objective assessment of the increase 1o the risk of physical harm to this 
officer if their real identity were to be officially confirmed in their role as a manager? 

N72 did not have a pseudonym in their role as a manager. The risk assessor needed to consider 
whether their real identity would become known in relation to their UC deployment if their real 
identity was revealed in relation to their managerial role. The risk assessor considered that it is 
highly likely that it would. 

The risk assessor sets out their rationale in relation to details of N72's management role. 

The risk assessor considered that naming N72 as a manager is very likely to lead to N72's real 
identity becoming known in the UC role. 

In essence the risk in· this category is therefore virtually identical to the risk of physical attack if 
N72's real identity is confirmed as in their UC deployment in section 19.4. 

The risk assessor assesses the probability in this category as 'low' (2 ) - the probability of the 
risk occurring is considered unlikely and the impact as 'serious' (4) - This presents a major 
impact on the officer and in physical terms it would result in a significant injury. 

The risk assessor refers to previous mention that N72 suffered a heart attack and believes this 
was due to stress caused by N72's SOS work both in post and towards the end of N72's career. 
N72 stated that s/he is already suffering an increase in stress due to this Inquiry. 
The overall score in this category would therefore be 8 (low Risk). 

21.3 What is your objective assessment of the increase to the risk of interference with this 
officer and their family if their real identity were to be officially confirmed in their role as a 
manager? 

In considering the increased risk in this area, the factors in 21.1 above equally apply. 

In essence, the factors the risk assessor considered with regard to the increased risk in this 
category are virtually Identical to those in section 19.5, as the same risks for the same reasons 
apply. It could be argued that the risks are somewhat increased should N72 be identified as a 
manager of the SOS. 

The risk assessor assesses the probability in this category as 'High' (4) - the perceived risk is 
assessed as probable to occur at some stage and the impact as 'serious' (4) - this presents a 
major impact on the welfare of the officer. In terms of impact upon their family and personal life it 
would require major readjustments to their lifestyle, significantly adversely impacting on their 
private life. 

The overall score in this category is therefore 16 (High). 
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The mitigation of this risk is document within section 17, including the range of measures 
available to assist in this respect. 
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